BIAT'YK
odinifiHOro oNMoHeHTa — KaHAWAaTa TEXHIYHUX HAYK,
[3oniHa IBana BikTopoBu4a
Ha quceprauiiiny podoTy Ilandyyka Bornana OnexkcanapoBuya
Ha TeMy «BusiBjleHHsI MepesKeBHX aTaK aJrOPHTMAMHU IITYYHOT0 iIHTE/IEKTY»,
nojaHy Ha 3100yTTs HayKOBOT'O CTyIIeHs I0KTopa dimocodii
3a crenlansHicTio 122 KoM ' roTepHi HayKu

1. AKTyaJIbHICTh TeMH AUCEpPTALii.

3a OCTaHHE [EeCATWIITTA CTa€ JAedali MOMITHIlUEe CTpiMKe 361IbIICHHS
KUTBKOCTI MEPEeXEeBUX aTak Ha IHTEpPHET pecypcH, IO 3aBJAc CYTTEBUX 30MTKIB
NpUBATHHM 0c00aMm, KOMIaHIsAM Ta AepKaBHUM yctaHoBaM. [ell sBuIe nos s13aHo
3 MOSIBOIO HOBUX THIIIB LIKIIUBUX MPOrpaM, 31aTHUX aBTOHOMHO (DYHKLIIOHYBaTH
Ta CaMOCTIHO PO3MOBCIOKYBATHCH Y MepeKeBOMY cepenoBHIi. s mpoTHmil
TAKHUM 3arpo3aM He0OX1IHO 3aBYACHO BUSIBJIATH MOTEHIIIHHI [ykepesa ataki. OnHak,
OPOTOKOMM  (QYHKUIOHYBaHHS [aHMX THIIB IOKIJIMBUX IPOrpam IOCTIHHO
3MIHIOIOTECS Ta BIOCKOHANIIOIOTBCS | B €KCIEPTIB, 3a3BHYAll, HEMae TOCTYITy 10 iX
BUXI1IHOTO KOJY, L0 CYTTEBO YCKIIAMHIOE IX BUABIEHHs KIACHYHUMH METOJAMU Ha
OCHOBI CIIBCTaBJI€HHs CUTHATyp MepexeBoro tpadiky. MeToaM LITY4HOro
IHTEJIEKTY JIO3BOJIAIOTh BUBYATH BHCOKOPIBHEBI IIAGIIOHH MOBEAIHKM [IPOrpaM Ha
OCHOBI ICTOPUYHHX AAHUX NP0 iX MEPEeXKeBY aKTUBHICTh Ta BUILIATH HEOUEBHIHI
3aJICIKHOCTI, 110 03BOJIA€ BUAB/ATH LTI KJIacH CIIOPiTHEHHX 3JIOBMUCHUX MPOrpaM
Ta 3aBYacHO 3aro0iraTé X po3MOBCIOIKEHHIO. BomHodac, Mozeni BUSBIEHHS Ha
OCHOBI INTYYHOIO IHTENIeKTY., 30KpeMa Ha OCHOBI IITYUHHX HEWPOHHHUX Mepex,
MOJKYTb OyTH Bpa3JIMBHMH 10 CIIPOO HABMUCHOTO YXHJICHHS Bl BUSBJICHHS Yepes
BHECEHHA 30ypeHb y Mepeskesi aHi. Lle 00yMoBII0€ HeOOXiHICTE BIOCKOHAIEHHA
METOJIB NiJABUIIEHHS CTIMKOCTI CHCTeM BHSBJIECHHS IO BILIMBIB Takoro poxy. He
MEHII BaKJIMBUM € IIJBUINEHHS CTYINEHIO JOBIpH IO cHCTeM Kibepbesreku, IHo
MOJXKHa JOCATHYTM UUIAXOM pPO3POOKM Ta 3acTOCYBaHHsS MeETOMIB (GopMaTbHOI
BepudiKalil BIACTUBOCTEH CTIMKOCTI Mojened kinacudikailii MepeKeBUX IaHUX.
Ilepepaxosani nmpobiaeMu NOTPeOYOTh HMOAAIBIIONO AOCTIDKEHHS, 10 CBIIYUTH
[IPO BAXJIMBICTB Ta aKTYaJbHICTh TeMH AuceprauiiHol pobotu Ilanuyka borgana
OnekcanapoBuya.

2. CryniHb 00IPYHTOBAHOCTI HAYKOBHUX pPe3yJIbTATiB, IM0JIOKEHb, Ta
BHCHOBKIB.

HaykoBi  pesynpTaTu HaBeieHi B poboTi 3g00yBavya  BHKJIAJEHI
CTPYKTYPOBAHO Ta MOCJIA0BHO. Bel po3pobiieHi MeToau peani3oBaHo MporpaMHUM
misxoM. OCHOBHI TOJIOKEHHsI, SIKI BMHOCSATBbCS Ha 3aXUCT OOIPYHTOBAHO
KOPEKTHMM BHKOPHUCTAaHHSAM MaTE€MaTU4YHOrO anapaTy, MiAKpPIIUIeHI YCIIIHO
peamizali€lo, MPaKTUYHHM  BIOPOBAJKCHHSIM  Pe3y/bTaTiB  AHCEpPTALiitHHUX
IOCHINKEHb, SKE MPOJEMOHCTPYBATO 30iraHHs TEOPETHYHUX JOCHIIKEHb 3
pealbHUMU pe3ysibTaTaMu.



JIOCTOBIpHICTh Ta OOTPYHTOBAHICTH PO3POOTEHUX METOINIB i MPOrpaMHHUX
3ac00iB TiATBEPIKYETHCS pe3yabTaTaMH eKCIIEPMMEHTAIBHUX JOCHiIKeHb. 1X
e(eKTUBHICTh Ta [Ji€BICTh eMIIIPUYHO MPOJAEMOHCTPOBAHa 4Yepe3  psia
EKCIIEpUMEHTIB 13 BUKOPUCTAHHSM BIAKPUTHUX HaOOpPiB NaHUX [Js1 HABUYAHHS Ta
TeCTyBaHHs MoJeneil MmTy4yHoro iHTenekTy. Lle 103BoJise BIATBOPIOBATH Ta
IIPOBOJIUTH MOPIBHSAHHS OTPUMAaHHUX Pe3yJbTaTiB 13 CIIOPiTHEHUMH pOOOTAMH B 1Iil
obrnacTi JOCTiHKEeHb.

HaykoBi 1onokeHHs, BHUCHOBKM Ta peKoMmeHpamil, chopMylbOBaHi B
AucepTaliiiHiil poOoTi, € KOPEKTHUMH, HAYKOBO BHBAXEHHUMH Ta MOXYTH OYTH
PEKOMEHIOBaHl A BHUKOPHUCTAHHA IIpU  po3poOieHHI I  BOpOBaKEHHI
IHTEIEeKTyaIbHUX CHUCTEM BUSIBICHHsSI MEpEeXeBHUX aTak, 30KpeMa OOTHETIB, 3
M1ABUIIEHOIO CTIMKICTIO 10 3MarajbHUX BILJIUBIB.

3. 3B’s130K po0OTH 3 HAYKOBHUMH MporpamMamu, IJIaHaMH Ta TeMaMH.

Huceprauilina po6ora 3100yBaya BHUKOHAHA Yy BIAMOBIAHOCTI MO TUIAHY
HayKoBUX nociaypkeHb Biaaury Ne 100 Incturyty kibepHeTuku imeni B.M.
['nymkoBa HAH VYkpainu y pamkax HayKOBO-AOCTIIHHUBKOI TeMu «Po3poOutu
(popMasibHI MEeTOJIN BUSBIEHHS 3JIOBMUCHOI IMOBEAIHKM B Mepeki Ta XMapHOMY
OTOYEHHI Ha OCHOBI KOMOIHaMIT anredpaldHUX METOMAIB Ta MAIIUHHOTO HAaBYAHHS
(BIL.100.17, 2022-2024, 3a HoMepoM aepxkpeectpanii 0122U001164).

4. HaykoBa HOBHU3HA pe3yabTaTiB JOCIIAKEHHS.

B po6oti Bnepiie po3pobiaeHo MeTO MpoBeaeHHs GpopManbHOl Bepudikarii
BIIACTUBOCTEN HEMPOHHUX Mepex 3a monomMorord SMT-po3s’s3yBaya, B OCHOBI
SIKOrO TMOKJAAEHO CIpOIIeHe MpeacTaBlIeHHs OO0UMCIIOBAIBHOIO Ipady Mepex 3
KyCKOBO-JIIHIHHMUMH (YHKUISIMH aKTHBauUli. ABTOpoM BIepuie (popManizoBaHO
KPUTEP1H CTIHKOCTI KJTacu(piKaTopiB MEPEkKEBOTro Tpadiky 10 MOTEHUIHHUX 30ypEHB
y BXITHUX JaHUX Ta MPOBEJECHO aBTOMATH30BaHY BepuUdiKallito, L0 T03BOJIUIO
OUTPII TOYHO OUIHUTH CTIMKICTH CHCTEMM BWSBJIEHHS 3arpo3 A0 MOKIMBUX
3MarajbHUX BIUIMBIB 3 OOKy 3j0BMHCHHMKA. HaOyyio MnOOanpiioro po3BUTKY
BUKOPUCTAHHS METONY TeHeparii ITY4YHUX MPUKIAIiB Ta JAOMOBHEHHS HaOODiB
AaHUX LUBIXOM ajamnTalil IBUIKOIO0 METOAY 3HAKy Ipali€HTy 0 MPOCTOPY O3HAK
MEPEKEBUX TMOTOKIB, 10 J03BOJMIO OLIHHUTHU Ta MIJBUIIMTH CTIHKICTH CHUCTEM
BUSBJIEHHA LUKIJJIMBOrO TpadiKy [0 3MarajlbHUX aTak 3 ypaxyBaHHAM CEMAaHTUKH
MOJKJIMBUX 1111 3TOBMHUCHHUKA.

B IIpakTH4YHe 3HAYeHHsI OTPUMAHMX pe3yabTaTiB.

OtpumMani B qucepTauiiHiii poOoTi pe3ysibTaTh MOXKYTh CTaTH OCHOBOO IS
pO3poOJIeHHsT KOMIIOHEHTIB CUCTEMM BHUSIBJIEHHS IIKIJUBHUX OPOrpaM LUIIXOM
aHaJli3y MEpeKeBUX JIaHUX Yy PEKUMI pealbHOrO0 4acy i3 BUKOPUCTAHHSAM MoJesel
MAalllHHHOTO HaBYaHHs. BukopuctanHs moaudikauii MeToLy reHepauii 3MarajibHUX
NpUKIAAIB MEpEeKEeBUX IOTOKIB [03BOJISE OLIHIOBAaTH BpPa3MBICTh HABUEHHX
MoJielel MallMHHOIO HaBYaHHS 10 3MarajlbHUX BIUIMBIB. OKPIM LBOr0, LEH METO
3a0e3neyye MOKIJIMBICTh ayrMEHTAllll HaBYaJIbHOI BUOIPKU JaHUX 1J1s1 TI1ABUILIEHHSI



CTIHKOCTI MOJeJl MAaUIMHHOTO HaBYaHHS 10 MOKJIMBHUX CHpoO YXHWIIEHHS BiI
BUsBIIeHHS. Ha OCHOBI OTpHUMaHUX pe3yibTaTiB, CTBOPEHO MPOTOTHUIl MPOrpamu
BUSIBJIEHHS MEPEKEeBUX 3arpo3, AKUIl BpoBaKeHoro y komnanii HBIT “Panikc™.

6. IloBHOTAa BHKJIaJeHHSI HAaYKOBHX TII0JIO’KeHb Ta BHCHOBKIB B
ony0JIIKOBaHUX Mpausx.

OCHOBHI pe3yJbTaTu AUCEPTaliifHOT poOOTH OMyOIiKOBaHO B 4 CTATTSX, SIKI
Ha MOMEHT ITyOsikauii BKJIIOYEHO /0 Tepeniky (axoBUX BHAaHb YKpaiHM 3a
cnewianbHicTiIo 122. J[Ba BUAAHHSA BiAHOCATHCS A0 (PaXOBUX BUAAHb YKpalHH
kaTeropii A. B mybnikauisix BHCBITIeHO MaTepiand MoJaHl B MepImii MOJOBHHI
po3niay 2, a TakoXk B posainax 3 ta 4 muceprauil. Takox onyOiikoBani mpari
MICTSTh YaCTHHY OIVIAOBUX MaTepianiB OMUCAHUX Y TEpIIOMY PO3aisi poOOTH.
PesynpraT po60TH anpoboBaHO Ha MIKHapO/1ili HAYKOBi# KoHbepeHIIii, MaTepiaiu
AKOI 1HAEKCYIOThCS HayKOMETPHUHOIO 0a3or0 Scopus. TakuM 4uHOM, pe3y/ibTaTH
JOCIIUKEHHsS Ta HAyKOBI MOJIOKEHHS, L0 BHHOCSTBCS Ha 3aXUCT, AOCTATHBOIO
MIpOO B1IOOpaXKeHi B OIyOIIKOBaHUX 3100yBadeM HAyKOBUX IMpaliX.

T Ouinka 3micTy AucepTauil Ta i 3aBepIIeHOCTI.

[ToBHUI oOcsr qucepTailii cTaHOBUTD 167 CTOPIHOK 1 BKiItOYae 24 Tadauii Ta
24 pucynku. OCHOBHUH TEKCT AUCEPTaLlil, BUKIIaaeHuil Ha 128 cTopiHKaX, y MOBHIi
Mipl PO3KpHUBAaE TeMy MOCHTIIKEHHs, JEeMOHCTPY€E BHUPIIIEHHS BCIX MOCTaBICHUX
3aBJIaHb, 1 JOCTAaTHHO PO3TOPHYTO OMMCYE MPOLEC TOCATHEHHS BCTAHOBJIEHO! METH
poboTH.

Y BcTyni 3100yBady apryMeHTYe aKTyasbHICTh TE€MH AUcCepTalii, BU3HAUYaE
MeTy, Ta (QOpMYJIIO€ TMepesiK AOCAIAHMLIBKUX 3aBAaHb, HEOOXIOAHUX Ansd 11
AocsiTHEeHHS. TyT TakoXk M0oJaHO HOBU3HY Ta MPaKTUUHY LIHHICTH poOOTH.

[epiuii po3ain po6oTu Mae orisiioBUll XapakTep. B HboMy npaBeiHO aHai3
CIIOPIIHEHUX JOCHIIKEHb 3a TEMOIO Kiacudikalii MepeKeBUX HaHUX MeTONaMH
MAllUHHOTO HaBYaHHS 3 METOIO BUSBJIEHHS aKTUBHOCTI 3JIOBMHCHHMX IIpOrpam, B
oco0uBOCTI 60TIB Ta 60THETIB. 3M00yBaueM BUIAIICHO HAKOUIBIN 3HAYYLII poOOTH,
CTHCJIO IPEJCTaBlIeHa IX CyTb, OCOOJUBOCTI Ta BHECOK Y PO3BHUTOK 3aCTOCYBaHH:
IITYYHOTO 1HTENEKTY B 00J1aCTi MepeKeBO1 K10epOe3IeKu.

B npyromy po3aiii poOOTH ONMUCAHO Hpouec N00YN0BH CUCTEMU BUABIIEHHS
IIKI/UTHBOIO MEpEeKeBOro Tpadiky i3 BUKOPUCTaHHAM MoOJenel Kiacudikaull Ha
OCHOBI MAaIIMHHOTO HABYAHHS Ta IITYYHUX HEHPOHHUX MepekK. 30Kpema, AeTalIbHO
ONMCaHUN METOJ arperauii MepeKeBUX MaKeTiB y MepeKeBl IOTOKH Ta BUALIEHHS
XapaKTEePUCTHYHUX YMCIOBUX O3HAK, Ha 0a3l sSIKHUX BHUKOHYETHCS KilacH@ikalis
AaHux. OKpiM LBOro, MPOJAEMOHCTPOBAHO PE3yJbTaTH HAaBYAHHS Ta TECTYBaHHS
PI3HUX apXITEKTYp KiacupIKaTOpiB Ha KUIBKOX BIAKPUTHX HaOopax AaHUX, 30KpemMa
posrisinyTo ICSX Botnet 2014, CTU-13, a Takox 1X pO3LIHPEHHS NPUKIaTaMU
Tpadiky HOBIMMX 3pa3KiB BipycHoro [13 orpumanux 3 Malware Capture Facility
Project.









