IHCTUTYT KIBEPHETUKU
IMEHI BM.IVTYIIKOBA HAH YKPAIHU

«3ATBEPIKYIO»
Jvpekrop IHcTutyTy KiGepHeTHKH
imeHi B.M. I'mymkoBa HAH Vkpaiuu

< el TP akanemik HAH Ykpainu
D Inc
KIGePH‘ eTHIiG ——Ipan CEPI'TEHKO

IM,ZZ{,TBA-”J»'VH”:;M 5 Q» M%% POKY
POBOYA IPOIPAMA HAB§AL i { MCLIATLITHU

METO/M BUSIBJEHHSFFATIPOTH I
MEPEKEBUM ATAKAM

(IBA.1.02)

AJs 3100yBayviB 0CBITHLO-HAYKOBOI0 PiBHSI «10KTOP histocodii»

rajy3b 3HaHb F «Indopmaniiidi TexHosorii»
CHeLiaJIbHICTh F3 «Komn’oTepHi Haykn»
OCBITHIi piBeHb TpeTiii (0CBITHbLO-HAYKOBHIA)
OCBITHBO-HayKOBa Iporpama «Komn’rorepHi HayKkn»
BU/J] TUCLUILIIHU BuOipkoBa
®opma HaBuaHHS AeHHa / 3204HA
HapuanbHwuii pik 2025/2026
Pik HaBuaHHs 2
Kinekictb kpeauris ECTS 2
MoBa BHKJIaiaHHsI, HABYAHHS
Ta OLHIOBAHHS yKpaiHcbKa

®dopma 3aKTIOYHOrO KOHTPOJIIO  3aJIiK

Buknanau: Ilanuyk Boraan Ognexcanaposud, 10kTop dinocodii

IIposionrosano Buenorw panoto Incturyry kibepnernkn iveni B.M. I'nymkosa HAH Ykpaiuu

HaBuyanbHi pc‘>'|.<n ["onoBa BueHoil Mizmme Ne npoTokoiy Jlata npoTokosy
NpoJIoHrauii paau
20 /20 p
20 /20 p.
20 20 p
2020 p
KHAIB - 2025
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PO3POBHHK:
Mosnoauuii HayKOBHH CIiBpOOITHUK BiqIiiy Teopii LM poOBUX aBTOMATIB
JIOKTOp (inocodii,

%U\L Boraan TAHYYK

Po0ouy mporpaMy po3rjisiHyTO Ta CXBAJIEHO Ha 3aciaHHi BiaaiTy MiKponpouecopHol TeXHIKH

[potokon Bix “AJ ” Ké’ﬁ&%& 20 45 poxy Ne 7 %-

3aBigyBay BiILTY- s BnS
npodecop, A.T.H. Bosogumup. OITAHACEHKO
P s (mipmuc)

PoGouy nmporpamMy yxBajieHO HayKOBO-METOJIHYHOI0 Pa/0I0

Tpotokon Bix “ AZ ” 4;%((/‘/4’ 2045 poxy Ne A

["o10Ba HAYKOBO-METOIUYHOI paju i
akanemik HAH Ykpainu c Tsan CEPTTIEHKO
(miamuc)

PoGouy nmporpamy 3aTBepazkeno Buenoio panoro IncTuTyTy KibepHeTuku iMmeni
B.M. I'mymkosa HAH ¥Ykpainn

Tporoxon Bix“AY 4/%(1/2%5 2074 poxy Ne /5

Yuenuit cexperap /Mamniﬁ KYJISIC
(niﬁnnc)

Po6o4y nmporpamy morojkeHo 3 rapaHToM ocBiTHbOI nporpamu F3 «Komm’orepHi HayKm»

“ g 45/»“/»4120 A5 poky

["apaHT OCBITHBOI IPOrpaMu %
T, Hie O HA G /" Mukoaa BYJHUK

(mianuc) ?
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1. META JUCIUIIJIIHA

[lonsrac 'y (opMyBaHHI y acmipaHTiB PO3YMiHHs Cy4aCHHX METO/iB BHUSBJEHHS Ta NPOTUAIL
MEpEXKEBHM aTakaM, NPUHIHIIB (QYHKUIOHYBaHHS CHCTEM MepexeBoi Oesrmeku Ta 3aco0iB
MOHITOpUHTY iHpOpMaNifHUX TIOTOKiB; OINaHyBaHHA TEOPETHYHHX OCHOB Ta IIPUHIIHIIIB
IIi/[BHINEHHS 3aXUIICHOCTI KOMIT'IOTEPHMX MEpEX; OBOJIOAIHHS HABHYKAMM JUIS NPOCKTYBaHH
CHCTEM BUSIBJIEHHS MEPEKEBHX 3arpo3, IPAKTHYHUMH HABAYKAMH UL 1X BUKOPHUCTAHHS, @ TAKOK
BIIPOBADKEHHs AITOPUTMIB IITYYHOTO IHTENEKTY JUIA 36ibIIEHHs Jiama3oHy HeOesmleK, sKi
cucTeMH GE3TEKH 31aTHI BUSABIIATH.

2. TOMEPEJAHI BHMOI'M /IO OIIAHYBAHHsI ABO BHBOPY HABYAJILHOI
JUCHUTIITHHA:

1. 3namu:
v/ OCHOBHM KOMIT'IOTEPHHX MEPEX, MEPekeBi TOMOJIOrii, KJIIEHT-CEPBEPHY apXITEKTYpy,
IPOTOKOJIU Iepeadi NaHuxX,
6a30Bi METOIU aHAITI3y JaHHX,
IIPUHIMIK POOOTH aNTOPUTMIB MALIMHHOIO HAaBYaHHS Ta MoJiesiell HeMPOHHUX MEPEK.

NN

2. Bmimu:

OIpanbOBYBaTH HAYKOBI JUKEpEIa,

PO3ropTaTH Ta HAIALITOBYBATH MEPEXKEBI 3aCTOCYHKH,

LIyKaTH Ta aHATi3yBaTH JOKYMEHTAIIO TPOTrpaM 3 BiIKDUTHM BUX1IHHM KOJIOM,
[PALFOBATH 3 KOMAHIHUM PSIIKOM Ta CHCTEMHHMH yTHIIITAMH,

CTBOPIOBATH BJIACHI IPOTPaMHi 3aCO0H.

3. AHOTALISI HABUAJIBHOI U CIIUTIJITHH:

Jlucuumutina «MeToau BUSBIGHHS Ta MPOTH/IT MEPEXKEBUM aTaKam» € YaCTHHOIO npodeciinoi
MiIFOTOBKHM acmipaHTiB 3a crenianbHicTio «KoMm'oTepHi HayKi» i Ma€ 3a METy HaJaTi 3HAaHHS Ta
HABMYKM HEOOXiMHI JUIs PillleHHs MOLIMPEHHUX 3a1a4 KibepOesneku y MepeKeBoMy cepenoui. B it
pamMKax BHBYAIOTBCS Pi3HI KJIaCH MEPEKEBUX 3arpos, 3ac0o0H iX BHSBICHHS Ta MEXaHI3MHU MPOTHIII.
OcobnuBa yBara TPUIIIAETECA IMPUHLIUNAM IIPOEKTYBaHHS iHQpacTPpyKTypHUX KOMIIOHEHT
KOMIT'IOTEPHHX MepeX, MOLIyKy iX Bpa3IMBOCTEH Ta MOHITOPHHTY iX AKTHBHOCTI 3 METOIO
BUSIBJICHHS [IKLUTHBHX il 37I0BMUCHHKIB. PO3IIIAIAI0TECSA OCHOBI IPUHIIMIIH NTOGYI0BH Ta TEXHI4HI
ACIIeKTH 3aCTOCYBAHHS CHCTEM BHSBIICHHS 3arpo3, a TaK0X BIPOBA/UKCHHS QJITOPUTMIB HITYYHOT'O
{HTENeKTy JUIA aHATi3y MOTOKIB MEPEKEBUX JaHUX. BMIHHS 3100yTi acrmipaHTaMH B paMKax HaHoi
HABYANBHO! JMCIHMILUTIHA MAIOTh 332 MeTy c(OpMyBaTH HAayKOBO-TEXHi4Hy 0a3y IS MPOBEICHHS
GBI TIMOOKKUX AOCIIHKEHD B rajly3i inpopmaniifHoi 6e3neKu.

NENSNENEN

4. 3ABJJAHHS (HABYAJIBHI IJII):

HaGyTTst 371aTHOCTI 3acTOCOBYBAaTH Ta pPO3BHUBATH cydacHi 3aco0u BHSBICHHS H NpOTHAL

MEpe)KEeBUM aTakaM 1 KPHTHYHO OLIHIOBATH IX eeKTUBHICT, Ta Ji€BIiCTH, BIAMOBIAHO 10

kBaiikanii «lokrop dinocodii», 30kpema:

v/ (opMyBaHHS KOMIIETEHTHOCTi y po3pobui Ta BIIPOBA/UKCHHI 0araTopiBHEBUX CHUCTEM
MepeKeBOol Oe3NeKH 3 3alyd4eHHSM SK KIaCHIHHX METOJiB TaK 1 &JrOpHUTMIB IMITYYHOTO
IHTENIEKTY,

v/ BMiHHS aHANI3yBaTH iCHyI04i Ta peani3oByBaTH HOBI apXiTEKTypHi pillIEHHA 3 METOIO
ITiBHIIEHHS Ge3MEeKH MepexkeBoi iHpPACTPYKTYPH Ta 3aXUIIEHOCTI iHTEepHET-pecypciB.
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5. PE3YJIbTATA HABYAHHSI 3A JTUCHHUILITHOO:

r PesysibTaT HABYAHHS (PH) ®opmu MeTtoau BizcoTox )J
(1. 3matu; 2. BMIiTH] 3. komyHikaumis; 4. (Ta/abo OL(IHIOBAHHA TA | .
ABTOHOMHICTD TA BiINOBIIAILHICTD) MeTOIM i MOpPOroBHid :;ﬂ :gr:::z

TEXHOJIOTIN) KpuTepiii .
. M CIIUTLTIH
Kox | PesysnbTaT HAaBYAHHHA BHK/IAAaHHS | ONiHIOBAHHS (32 s
i HapuanHs | HeoOXiAHOCTI)

PH 1.1 3H.avm HaWOIbII  PO3TOBCIOMKEHI  METOIH
3/[iiCHEHHS MEPEKEBHX aTaK.
3matu  OcHOBHI  3acobu MOHITOPHHTY ' 20%

PH 1.2 | xoMIT'IOTEPHHUX MEpEX Ta OIOBIIIEHHS IIPO SHRHH RIS,

. poboma Ha
3arpo3H. Jlexyisn :
: neKyil, YCHi

PH 1.3 3Hatu OCHOBHI IpUHIMIE ~ PoOOTH  Ta i Tngain]
eKCILTYaTallii CUCTEM BUSBICHHS BTOPIHEHD. 20%

PH 1.4 3HATH METO/W BHSIBJICHHS MEPEHKEBHX 3arpos
QIrOpPUTMaMH IITYYHOTO IHTEJICKTY .

BMmiTH aHayizyBaTH MEpEXKEBY AKTUBHICTb 3anix, MOOYbHI

PH 2.1 | Be6-3aCTOCYHKIB Ta pO3Ii3HAaBATH IIK1ITTUBY KOHMPOILI, 20%
TIOBEIHKY. Jlexyis, BUKOHAHHS
Bumiti 3zificHioBaTd (opMasizaliio MpaBril camocmiui 3a60aHb,

PH 2.2 BHSBJICHHS MepeXeBUX 3arpo3 Ha OCHOBi | a poboma gunecenux Ha 20%
BiZlOMMX CHTHATyp aTak. camocmiumy

pobomy
BMITH BHKOPHCTOBYBATH CyHYacHi IporpamHi

PH 2.3 | 3acobu mist 3abe3MmeueHHA 6araTopiBHEBOTO 5%
3aXMCTY KOMII' FOTCPHUX pecypciB Ta MEpeK.

PH 3.1 | Bmit po6uTH OGIpYHTOBaHI CY/UKCHHS TPO
3aXHIIEHICTh MEPEKEBUX pecypcis, 3anix, 59
3HAXOAMTH  TOTCHIiHHI Bpa3JIMBOCTI  Ta MOOYNIbHI
IIPOTIOHYBATH KPOKH JUIs iX yCYHCHHS. KOHMPOILI,

PH 4.1 | lemOoHCTpyBaTH ABTOPHUTETHICTb, camocmiit BUKOHAHHSL
{HHOBAMIHHICTD, BUCOKHUH cTyminb | a poboma 3a60aHb,
caMocTifiHOCTI, akajgemiuny Ta Tpodeciiny GUHECEHUX HA 59
JI06POYECHICTD, OCNOBHY  BifmaHicTh camocmiuny
PO3BUTKY HOBHUX 1/€H Y mporieci mpodeciiHol pobomy
Ta HAYKOBOI MisTBHOCTI.

PH 4.2 | BigmoBiganpHO CTaBUTHCS [0 BHUKOHYBaHMX
poOiT, HECTH BiAMOBINANBHICTE 3a IXHIO 5%
SIKICTb.

6. CHIBBIIHOIINEHHSI PE3YJHTATIB HABYAHHA JACHUILIIHA I3

[IPOTPAMHUMH PE3YJIbTATAMH HABYAHHSI

Iporpamui pe3yJibTaTH
HABYAHHSA

HABYAHHS
AHUCIHILTIHA

Pe3yabTaT

PH 1.1

PH 1.2
PH 1.3

PH 1.4
PH 2.1
PH 2.2
PH 2.3
PH 3.1

PH 4.1
PH 4.2

(3 onucy 0ceimHbOi npoepam)
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ITPH-1. Maru nepenoBi KOHIENTYyalIbHI Ta
METOJIOJIOTIYHI 3HAHHS 3 KOMIT IOTEPHUX HayK i Ha
MEXi IIPeAMETHUX rajly3eif, a TaKOX JOCIi AHUIBKI
HaBUYKH, TOCTATHI ISl POBEICHHS HAYKOBHX 1
NPUKJIaJHUX JOCJIIJKEHb Ha PiBHI OCTaHHIX
CBITOBHX JIOCSITHEHb 3 BiJIMIOBIJTHOTO HAIpPsIMY,
OTPMMAaHHSI HOBUX 3HaHb Ta/ab0 3iHCHEHHS
1HHOBAIliH.

ITPH-3. ®opmyitoBaTy i NEPEBIPSITH TIIOTE3H;
BHKOPHUCTOBYBATH Il OOIPYHTYBaHHS BUCHOBKIB
HaJIeXKHI JOKa3H, 30KpeMa, pe3yIbTaTh
TEOPETUYHOTO aHalli3y, eKCIIEPUMEHTAIbHUX
JOCITIKEHb (OITUTYBaHb, CIIOCTEPEIKEHb, ...) 1
MaTeMaTU4YHOro Ta/abo KOMII I0-TEPHOTO
MO/ICJIFOBAaHHS, HasiBHI JIITEpaTypHi JaHi.

ITPH-4. Po3po6uisaTH Ta 10CiiKyBaTh
KOHIIENTYaJIbHi, MAaTEMaTH4Hi 1 KOMII FOTE€pHi
MOJIeNI MPOLIECiB i chucTeM, €(PEKTHBHO
BUKOPHCTOBYBATH 1X JUUIsl OTPUMAHHS HOBHUX 3HaHb
Ta/ab0 CTBOPEHHS IHHOBALlIHHUX IPOIYKTIB Y
KOMIT'FOTEpHIil Haylli Ta JOTHYHHX
MDKIUCIMIUTIHAPHUX HalpsiMax.

ITPH-6. 3acTocoByBaTH CyyacHi iHCTPYMEHTH 1
TEXHOJIOTT MOIIYKY, OOpOOJIEHHS Ta aHaJIi3y
iHdopmarii, 30kpeMa, CTaTUCTHYHI METOAM aHATI3Y
JTAaHUX BEJHKOTro obcsry ta/abo ckiaaHol
CTPYKTYpPH, CIeliayli3oBaHi 6a3u JaHUX Ta
iH(opMaIiiiHi CHCTEMH.

ITPH-7. Po3po6siti Ta peatizoByBaTH HAYKOBI
Ta/ab0 IHHOBANLIHI IH)KEHEPHI IPOEKTH, SIKi JAIOTh
MOXJTUBICTb IEPEOCMUCIUTH HasIBHE Ta CTBOPUTHU
HOBE LIUJIICHE 3HAHHS Ta/a00 npodeciitHy mpaKkTHKY
1 po3B’sI3yBaTH 3HAYYIII HAYKOBI Ta TEXHOJIOTI4HI
npo6sieMH KOMIT IOTEPHOT HayKH 3 TOTPUMAaHHSIM
HOPM aKa/IeMiYHO1 €THKH 1 BpaXyBaHHSIM
COLIIBHUX, EKOHOMIUHUX, EKOJIOTIYHUX Ta
IPaBOBUX ACIEKTIB.

ITPH-8. I'mu6oko po3ymiTh 3arajibHi MIPUHIIUIIN Ta
METOM KOMIT IOTEPHHX HayK, a TAKOXK
METO/I0JIOTII0 HAYKOBHX JIOCII/IKEHB, 3aCTOCYBATH
iX y BIACHUX JOCIIIKEHHIX y cepi
KOMIT'IOTEpHHX HayK Ta Y BHKJIQJAIbKil IPAKTHUILI.

I1PH-9. BuBuary, y3arajbHIOBaTH Ta
BIIPOBA/KYBaTH B HABUAJILHUH MpOLEC IHHOBALIT
KOMIT IOTEpHHUX HayK.

ITPH-10. 3gificHIOBaTH NOMIYK Ta KPUTHYHHH
aHami3  iHdopmarii,  KOHIENTyaTi3aliro  Ta
peaizalilo HayKOBHUX IPOEKTIB 3 KOMII IOTEPHHUX
HayK.
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7. CXEMA ®OPMYBAHHS OLITHKH.
7.1. ®opMH OLIHIOBAHHS 3100yBa4iB 0CBITHHO-HAYKOBOI'0 CTYIICHS:
- OiHIOBAHHS BIPOJAOBK HABYAJILHOI'O nepioay (0aau MAKCHMAJbHI/MiHIMAIbLHI):

No | MeTo1 OIiHFOBaHHS PesynpraTd HaB4aH- KinbkicTp OaiB
Hs1, SIKi oUiHIOIOTECs | MakcumyM | MiHiMyM
1 | AkriBHa po6oTa Ha JeKuii, yCHi BifnoBizi PH1.1, PH1.2, PH1.3, | 10 6
PH1.4
2 | BukoHaHHS 3aBJaHb, BUHECEHUX Ha camocriitny | PH2.1, PH2.2 30 18
poGoTy
3 | Bukonanus MOOYIbHUX KOHMPONbHUX pobim y PH2.2, PH2.3, PH3.1, | 20 12
dopmi TecTiB PH4.1, PH4.2
Bcwvozo ‘ 60 36

- miacyMKOBe OLiHIOBAHHS: 3alliK.
- MAKCUMANLHA/MIHIMANbLHA KilbKicmb 6anie SKi MOJiCymb 6ymu ompumani: 40/24 Gais;
- pe3yibmamu Ha64aHHsL AKI 6yoymo oyintosamucs.: PHI, PH2, PH3, PH4;
- hopma nposedenna i 6Uou 3060aHb: TACEMOBA KOHTPOJIbHA poboTa (Tectu 20 33 TaHb).

3106yBadi OCBITHBO-HAYKOBOIO CTYTICHS, SIKi 32 pe3y/IETATAMH [IOTOYHOTO OLIHIOBAHHS Habpam
CYMapHO MEHIIY KiTbKICTB GaiB HiK KPUTHYHO-PO3PAXYHKOBUMH MIHIMYyM — 20 Ganis, 10 3alikKy HE
JIOITYCKAIOTHCSL

PekoMEHIOBaHHH MiHIMyM [OTOYHOIO OLIHIOBAHHA — 36 GamiB, mo Ipd MiHIMyMI
MiICYMKOBOTO OLiHIOBAHHs 24 Gamu 3aGesmeuye cymapHo 60 Gais, T0OTO MIHIMYMY IS
OTpHMAHHSI [IO3UTHBHOT OLIIHKH (3apaxyBaHHsT) 3 TUCIUILTIHH.

7.2. Opranisanisi OiHIOBAHHS:

OG6GOB’SI3KOBUM € BHMKOHAHHS 3aBJlaHb, BUHCCCHHX Ha camocTiitHy poboTy 3a rpadikom podouol
riporpamet. OG0B’ I3KOBHM [ IOIyCKY 110 3aTiKy € BAKOHAHHs MOJLy/IBHIX KOHTPOJIBHHIX poGit Nel Ta Ne2
710 BKa3aHO! BUKJIaJaueM JIaTH, epel I04aTKOM eK3aMEHAIIIHOT cecil, 3rTHO HABYATILHOIO IUIaHY .

Tepminu nposeaeHHs Gopm OL[iHIOBAHHSI:
1. Akmuena poboma Ha nexkyii, yCHi 8i0N0GIOi: MPOTArOM HABYAILHOIO nepiony;
2 Buxonanns 3a60aHb, GUHECeHUX Ha camocmiiiny pobomy: pOTAroM HaBHAJILHOTO nepiony;
3. Momy/bHi KOHTPOJIBHI pOOOTH: micrsi 3aKiHUeHHS KOYKHOTO 3MICTOBOTO MOZYJIS A0 IMOYaTKy

eKx3aMeHalliitHol cecil.

V BHUNAAKy BIACYTHOCTI 3 MOBAXHUX IPHIHH BiIpaIOBaHHs Ta TMEPECKIAAHHA 3aBIaHb

3TiHCHIOIOTECSL Y BLINOBIAHOCTI 110 ,,IT0NIOXKEHHS PO OpraHizaiilo OCBITHBOIO IIPOLECY Y [HCTUTYTI
kiGepeTwku im. B.M. Tmymkosa HAH Vkpainu”.

7 3. IllkaJja BiANOBIAHOCTI OLIHOK

Bingminno / Excellent 90-100
Jloope / Good 75-89
3anoBinbHo / Satisfactory 60-74
He3anosinbHo / Fail 0-59
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8. CTPYKTYPA HABUYAJIbHOI JUCHUIIJITHU.
TEMATHYHUMN IIJIAH JIEKLIH

Ha3zsa Jekmii

KinbpkicTh roau

Camocriiina

Jlekuii | Ceminapu poliois

Moayss 1. OcHoBH (e3neKkH KOMIT'I0TePHHX

Mepe:k Ta IX MOHITOPHHT

Komn'torepHi mepexi Ta 6a3oBi 3aco0u mepexeBoi
oesmexkn. Mogenp OSI Tta 11 piBHi. JlokanbHi Ta
rinobaibHi  Mepexki. AJpecariss Ta MaplIpyTH3allis.
[HludpyBanus (cumerpuune, acuMmerpudre). DNS Ta
Pe30JTIoNis IOMEHHUX iMeH. IlepeTBOpeHHS MepeKeBUX
anpec (NAT). Bpannmayepu. Konuenuis Zero Trust.
Cermenrais mepex. TynemoBanusa. VPN. [Psec.
Camocmivna po6oma: AHalli3 MepeXeBUX HaHUX 3a
nonomororo iHcTpymMeHTy Wireshark. HamamryBanus
npaBus Opanamayepa.

MeToau 3ailiCHEHHsI MepeKeBHX aTaK Ta MoJeJi
sarpo3s  indopmamiiinux  cucrem. BimvoBa B
obcimyroByBanHss  (DoS, DDoS). Butik gaHux.
CkanyBaHHs Ha Bpas3auBocTi. Cry¢inr. @parmenTanis.
Bukonanus nosinbHOro koxy (RCE). In’ekuis xomy.
[Tousstrs CVE. Eckanamis moBHOBaXKeHb. bBoTHETH
(kymacu, apxiTeKTypa, KHUTTEBUH LUKI). Mozeni 3arpo3
STRIDE, DREAD Ta PASTA.

Camocmitna po6oma: MoJenoBaHHS Bpa3JIUBOCTI
cucremu. Po6ora 3 6azor0 CVE.

DoS/DDoS artaku Ta 3aco6u nporuaii. Kimacu DDoS
aTak (EKCTEHCHBHI, pO3TATHEHI B Hacy, eKCILTyaTallis
MEpE)XEBHX  MPOTOKOJIB).  ATakd Ha  OCHOBI
BimoOpaxkeHHs1 Ta migcuieHHs. [lincumorounii daxTop.
Ataka Smurf. Ping of Death. Slowloris.
TCP/UDP/HTTP-flood. SSL/TLS-BucHaxeHHS.
Minimizartis TUTOMII aTaKy. ACL-npaBuna.
Baratomaposa ¢insrparis. BCP38. [Ipokci Ta 3BopoTHi
npokci. JlocraBka cratiuuroro koutenty. CDN. Proof of
Work. Anycast Mepexi. ['eo-¢inprparis.

Camocmivina poboma: MojentoBaHHsl GaraTomapoBoi
cxemu 3axucty Bim DDoS. HamamryBanus Nginx sk
reverse-proxy cepaepa.

BorHern, 3aco6u ix BUSIBJeHHs Ta mpoTuaii. Mepexi
60TiB Ta adropuT™MHu ix KoopauHauii. Kanamu 3B’a3Ky
oorueriB (HTTP, P2P, DNS-tynemoBanus, Chat-
based). Anroput™ reHeparii ngomeHHHX iMeH (DGA).
Anroput™ Fast-flux. Tlpuxnagu 60THETIB Ta NPHHLUIN
ix poboru (Mirai Ta Zeus). BusBieHHS YacoBHX
Kopesinii. AHaii3 mepexxeBux rpadis. DNS-anomanii.
Honeypot. Sinkhole/Blackhole.

Camocmitina poboma: Awnami3 BigkpuTHX HabopiB
IPUKJIaJIiB aKTUBHOCTI OOTHETIB.
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Moayib 2. [IpoexTyBaHHS TA BUKOPHCTAHHS 3ac00iB BHABJICHHS MePEeKEBHX aTaK

5 | MoniTtopunr BeG-3aCTOCYHKIiB Ta pearyBaHHsi Ha
3arpo3u.

36ip Tenemerpii. JKypHaiu nonifi. CriocTepexeHHs Ta
omopimennst mpo 3arposu. Crex ELK. Cucrem H
36epexeHHs, 0OpoOKH Ta Bisyanisanii 4acoBHX DSLIB.
AHajii3z MepexeBHX JaHMX. TOYKM KOHTpONIO Ta 2 5
perutikanii Tpadiky. J3epKxanbHe BiI0OpaKeHHS AKETIB
3a nonomoroto Hub, TAP ta SPAN. MepexeBi TOTOKH
(NetFlow, IPFIX, Argus).

Camocmitina po6oma: BUKOPHCTAHHS HIDS Fail2ban
ta AIDE.

6 | CucreMH BHSIBJICHHSI BTOPrHEHb.

[lpusnunu  poGotu  IDS. Oco6musocti ~ NIDS.
Curnatypu arak. CuUCTEMH BHSABICHHA HA OCHOBI
[paBHI Ta CKpUINTiB. Po3poOka MpaBuil BUSBICHHS aTak
cructemaMy Snort/Suricata. AHamiz MEpeKEBHX JaHHX
cucremoro  Zeek. BusBienns  cmpo0 apropu3arii
moIIykoM rpyGoro cuiioro. BHABICHHS HTTP SQL- P 5
i’ exuiit Ta cipo0 3aBaHTAXKCHHS BUKOHYBaHHX daiinis.
Bussienns migo3pinux User-Agent.

Camocmitina po6oma: CTBOPEHHS NpPaBAJI BUABJICHHS
DNS-TyHemoBanHs Ta atak XSS. CTBOPEHHS CKpHIITIB

Zeek muis BusiBieHHs Port Scan Ta BUTOKY JaHHX H€pE3
DNS.

7 | BusiBjieHHs1 MepesKeBHX 3arpo3 MeToIaMH MTY4YHOro
inTeaexty (uactuna l).

AHaJi3 MepeXeBUX JaHHX MporpaMHHMH 3acobaMH.
ANTOpUTM BHUICHHS MEPEKEBHX moToKiB. Bimkputi
HAGOPH MEPEKEBUX NAHUX. AJTOPATMH JIOTiCTHYHOI
perpecii Ta BUIaIKOBOIO JICY.

Camocmiiina poboma: KnactepHuh aHaJli3 MEpEeKEBUX
JTAHUX.

8 | BusiBjieHHSI MepesKeBHX 3arpo3 MeToIaMu MTyHHOro
inTeaexTy. (4aCTHHA 2).

Heiiporni Mmepexi. Kpurepii aKkocTi KnacudikaTopis.
3maranbHi ataku. DopmanbHa Bepubikalls CTiKOCTI 2 5
KiacuikaTopiB MEPEKEBUX MOTOKIB.

‘Camocmiuna ~ poboma: Jlucnepcitinuit  aHami3
MEepEeXEeBUX JaHHX.

BCBHOI'O: 18 40

JaraspHuil 00csr 60 200uH, B TOMY YHCII:
Jexuiit — 18 2o0oun,

KoucynpTaiis — 2 200uH,

Camocriitaa poGota — 40 200uH.
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