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PO3POEHI,IK:
MoloAuufi nayronnfi cninpo6irulrr siAAiry reopii uut[ponrnx astoltdarin

AoKrop $irocotfii,

Eor,qau IIAHIIYK

Po6ouy nporpaMy po3rJrrHyro ra cxBaJreHo Ha saciAaHHi niaai.try rvrircponpouecopnoi rexHirH

llpororor sil"]€ - A0/cava 20 4f pory Ns /t
3ani4ynav si,q.airy' -L/ _--
npo$ecop, A.r.H. / + Bo.noAuprnp. OIIAHACEHKO
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Po6o.ry nporpaMy yxBaJreHo HayroBo-MeroAuqHoro paAolo

flpororor Bir*-atr{ "&/ 20 4 pory J\b I'
f orosa HayKoBo-Meroguvuoi pa,uu

axaAervrir HAH Yrpaiuu

Po6o.ry nporpaMy 3arBepAlrceno B.IeHoro paAolo Incruryry rifepnerunu iueui
B.M. f.nyurrora HAH Yrpainu
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r. META AIICqUIJIIHII
flolsrae y Soprraynanui y acnipanrin posyruinnr cfracHllx t'{eroAis BuqBreHHq ra nporugii

MepexeBr,rM araKaM, npuHuunin QynrqionyBaHHs cLIcreM uepexenol 6egneru ra saco6in

"oriroprnry 
iutfoprraauifnnx noiorin; onauyBaHHt reoperl'IqHplx ocHoB Ta npnuuunie

ni.qsuqeHHq 3axguleHocri roun'lorepuux Mepex; osoroAiHut HaBI'IqKaMu !'nfl npoeKTyBaHHs

cucreM BI,ISBJI9HHS MepexeBr,rx 3atpo3, npaKTI,ItIHI,IMu HaBI'IIIKaMI{ AJI.f, ix nuropucraHHfl' a raKox

BrrpoBaAxeHHr alroplrrrraiu ,uty*ro.o iHrerexry I^Irfl g6imueHHr 4ianasouy He6e:ner, sxi

cr,rcreMu 6esneru g.qarui BI'ISBJI.grI{.

2. IIOIIEPEIHI BIIMOII,I AO OIIAIIyBAHIIfl AEO BLIEOPy HABTIAJIbHOI

AI,ICUUIIJIIHII:.
l. 3uamu:

./ ocHoBLr roun'lorepHr.rx Mepex, MepexeBi rouolorii, uieur-cepBepHy apxirerrypy,

nporoKoJll{ uePe4aui AaHI'Ix,
,/ 6asosi MeroAI,r ananisy [anvlx,
,/ npuHurdnr{ po6oru alropurvrin MaIrII,IHHoro HaBqaHHt ra uoAelefi ueftpoHnux Mepex.

2. Buimu:
'/ onpallboByBarn HaYKoni gNePela,
{ po3roprarl,I Ta HaJIaIrIToByBarI'I MepexeBl 3acrocyHKl'I'
,/ rxyKarl4 ra aualisyBarH AoKyMesraqiro upofptura s ni,4ttpuruu
,/ npaIIIOBaTI{ 3 KOMaHAHI{M psAKOM Ta CHCTeMHutvtll yrulirauu,
,/ crBoploBar[ sracHi nporpair'tri saco6u.

3. AHOTAUIfl HABIIAJIbHOI AIICqUfIJIIHII:
Aracqunnina <MeroAu BtrflBJreHH.rr ra nporu4ii uepeNenuM araKaM)) e qacruHolo npo$ecifiuoi

niArorosKra acnipanrin sa cneqiantsicrro <Kot'ln'rctepHi uayxn> i rraae 3a Mery Hal.uwr 3HaHHs ra

HaBr,rrrKr{ neo6xiani Arr piurenH.rr rorrrr4peHfix 3aAaq xi6ep6esneKu y MepexeBoMy cepeAoBl'Iui. B if
paMKax Br.rBrralorbcr piani KJracu MepexeBllx 3arpo3, gaco6u ix nussreHHt ra NtexaHislvlu nporugii.

Oco6nrasa yBara npu4ilrerrcr npI'IHIIHTaM npoeKryBaHHt iu$pacrpyKrypHux KoMIIoHeHT

xoun'rolepuux Mepex, nouryxy ix npauunocrefi ra uoniropunry ix atcrusHocri g Merolo

u"""nart" urxianraenx Aifi sroer\ancHuris. PosrrsAarorbct ocHoBi npuHqunu IIo6yAoBu ra rexHi'IHi

acleKTH 3acrocyBaHHs ctrcreM Br.rqBreHHt 3afpo3, a raKox BrIpoBaAxeHHt anropurrrain lxryqHoro

iurelexry Ars aHarisy uoroxin MepexeBr,rx AaHr.rx. Br'risns s4o6yri acnipaHraMl4 B paMKax Aasoi

HaBrrarbHoi Al.rcuunlinu uarorr 3a Mery c(popvrynarll HayKoBo-rexuiuuy 6xy ur'^ npoBeAeHHs

6inrur uu6orux,qocliANenr n ralyai insoprr,rauifi uoi 6egneru.

BI,TXIAHI,IM KOAOM,

Br,rqBreHHt ir nporu4ti
Aiesicru, silnoeiAHo Ao

6araropinuenux cI{creM

i arropuruin ruryuuoro

4. 3A.BAAHHfl (HABTIAIbHI I{IJII):
Ha6yrrr sAarHocti 3acTocoByBaTI,I Ta po3BI'IBaTIa cyuacui saco6u

MepeXeBHM aTaKaM i rpurnuuo olliHronatu i11 etferrunuicrr Ta

xnaniSirauil <,{orrop Qiloco$ii>, 3oKpeMa:
./ Stprr,rynaunr KoMrrereuruocri y po3po6qi ra nnpona4xeuni

1lepeXenoi 6e3nexu 3 3anfIeHHtM gK KJIaCHTIHIIx tr{erOAis rax

iHrererry,
,/ sN,riHHs aua-ni:ynaru icHyrovi ra pearisonynaru Hoei apxirexrypui pirueuur 3 Merolo

niAsr,rueHHs 6esneru uepeNenoi in$pacrpyKrypll ra 3axl{ulenocri inrepner-pecypcin.
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Merolu
oqinrosanHfl Ta

noporonuil
rcpurePifi

ouiuronannn (ra

(Dopull
(rala6o

MCTOAH i
texuolorit)

BUKJIA.UAHHfl

i nasqaHHs

- Pe3YJIbrar nan'ranHr (PH)

(1. 3uaru; 2'. nurirnl 3'. roruyuirauin; 4'

uuto*ro*ticrtr@

Pery.nrrar HaBrraHHfl

3anirc, aKmuGHa

po6oma ua
nercqii, Ycui

eidnoeidi

5nu* tatOGutu pornoncogxeui MeroAI'I

:.qift cs enst NI9!949PLII-9IqK'

3uarn ocHoBHr laco6er rrloHiropuury

rcoun'rorepHl{x Mepex ra o[oBllqeHHt npo

3saru ocHoBHl npI4HIII'In[ po6oru Ta

eKcnJlyarauii cucreN{ elasnreHHs eroprHeHl'

Straru MeroAI'I BI4flBJIeHHt MepexeBl'Ix 3arpo3

Horo iurelerrY.
3anirc, uodYnuui

rcoumPoni,
6UKOHOHHfl

sqqdauu,
guHeceHux Ha

cauocmiiluY

JIexqin,
cauocmiitu
a po6oma

Brvrirn aHalisynaru MepexeBy aKTI'IBHlcrb

se6-sacrocynrin ra poeuisuaBarur IUKIAJII'IBy

B"irn 3Aiftc"IoBarI'I Sopuani:auirc npannrt

BHtrBJIeHHfl MepexeBI',IX 3afpo3 Ha ocHoBl

si.uoN,Iux cI,IrHarYP araK.

3anirc,

uodynuui
rcoumPoni,

6UKOHAHHfl

sasdauu,
gqHeceHux HA

cauocmiituY
po6omy

caJvtocmluH

a po6oma

acni nPorPar'rui

saco6fi Ars sa6esfleqeHHs 6aratopinueBofo

3axl{cry Kotun'totepHrax pecypcis ra Mepex'

B"trt p"6uru o6rpynroeaui cyAxeHHt npo

saxrIr1eHicrr MePexeBI4x PecYPclB'

3Haxo.[I,ITLI noresuifttti npaswrnocri Ta

flporloHyBarl{ Kpo@

Ta HayKoBoi.uiusnocrl

.flprr,roucrpynaru aBTopurerHlcrb'

ir"ouuqi;inictu, sucoruft crYniur

carrrocrifinocri, axa4ert'riuHy ra npo$eciftHy

4o6po.recuicts, nocli4onuy BlAAaHlcrb

po3BrlrKy HoBIdx r.4efi y npoueci npo$ecifiuoi

BianosiaanbHo craBvruct Ao BI4KoHyBaHI'Ix

po6it, HecrI'I siAnosilarlnicrl 3a ixnro

5. PE3YJIbTATII HABIIAHIIfl 3A AIIC{IMJIIHOIO :

6. CIIIBBIAHOUIEHHq PE3yJIbTATIB HABIIAHH'fl AI',ICUUIJIIHII 13

NPOTP.TVTHI'IMII PE 3YJIbT ATAMLI HABTIAHIIfl

Pery.nrraru HaBqaHHfl

,lucqun'ninu

Ilporparuni PerY.nurarn
HABqAHHg

(s onucy ocgtmHbot
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IIPH-I. Maru nepegoei KoHrlerryrurui ra
MeroAonofiqHi sHaHHs 3 Korvru'rorepHr4x Hayx i ua
uexi npe,uMerHr.rx ranysefi , a raKox .qocri.usnurxi
HaBr4qKr{, Aocrarui .uJrfl [poBeAeuHr uayxonux i
npHKnaAHr.rx AocniAx(eHb Ha pinni ocraHHix
ceirosux AocrrHeHb s ei.qnosi.4Horo HanprMy,
orpr,rMaHHr HoBr.rx 3HaHb mJa6o sAiftcHeHHs
innonauifi.

+ + + +

IIPH-3. Oopnrynronaru i nepeniprrn rinoreu;
Br4 Kopr,rcroByBaru ana o6rpynryB aHHr nu crro nrin
uarexni AoKa3r.r, 3oKpeMa, pe3yJrbrarr.r

TeoperlrrrHoro auarisy, eKcnepuMeHTaJrbHr.rx

AocriAxeHr (onraiynaHb, cnocrepexenr, ...) i
MareMarr{quoro rala6o KoMn' ro-TepHoro
MoAenroBaHHg, HassHi rireparypui aani.

+ + +

IIPH-4. Pospo6nxru ra AocniAxyBarr.r
KoH rlerrryulJmn i, rrlaren arH.{H i i rour' rorepn i
uo.qeni npouecin i cucreu, e$exrunuo
BuKopr4croByBarlr ix .urq orpr{MaHHfl HoBr.rx 3HaHb

ra/a6o crBopeHHfl innonaqifinux npogyxrin y
xoun'rcrepuift uayui Ta Aorr4rrHr4x
uiN.{r.rcuunriHapnnx HanprMax.

+ +

IIPH-6. 3acro co eyBarr4 cyqacui iucrpyrr,r eHrra l
rexsororii [orryKy, o6po6nenur ra auzurisy
i u S oprraauiio 3o rpeira a, crarr4 crr4qH i ueroAu au zur isy
AaHr.rx BeJrr{Koro o6crry mJa6o crraAuoi
crpyKTypr4, cneqiarisoeaHi 6azu ralaux ra
in6opvauiftsi cucrenau.

+

IIPH-7. Porpo6nrru ra peanisoByBarrr nayroei
rala6o iHuoearlifiHi inNenepni npoerrn, sri Aarorr
na o Nru e icrb [epeo cMr.r c Jrkrru HrurBH e ra crBop r.rrr{
nose qiricue 3HaHHs raJa6o upoQecifiuy rpaKrrzKy
i posn'rsynaru 3Haqyqi uayxoni ra rexuorori.{ui
npo6nervrz xoun' rcrepHoi Hayrz 3 Aorpr,rMaHHflM
HopM aKaAeuiquoi err4Kr.r i epaxynauHau
coqiamnux, eroHouiqHl4x, eKoJrori.{H[x ra
rrpaBoBr.rx acnerris.

+ i

IIPH-8. fnra6orco posyrrairn saramHi npr,rHrlr.rnn ra
MeroAr4 xouu'rotepHI,IX HayK, a raKox
MeroAoJroriro nayxonux AocniANeHb, 3acrocyBarr4
ix y uacuux AocriAxeHHsx y cSepi
xoun'roreplryrx' HayK Ta y BprKnaAaqrr<ifi npaxruqi.

+ +

IIPH-9. Bunuarz, y3aranbHroBarr,r ra
BnpoBaAxyBarr.r B HaBr{aJrbHr.rfi npouec i HHosauii
Koun'IorepHr4x HayK.

T + +

IIPH-10. 3AiftcHrcearu norxyK ra rpnruvuufi
aHaris iH$oprr,rauii, KoHuerrryanisaqiro ra
pea-rrisaqiro HayKoBr4x npoerrin 3 KoMrrororepHr4x

HAVK.

+ -F +
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qrILIfOro IIe 6arn naarcnua.nsHilvliHinraluri) :
U lltln D4unI Drr|JvAv/

Meroa ouiHrosaHHs Pesylttaru HaBrraH-

ng. stci ouinrororrcs
Kinrrcicrr 6anis

Ns Marcuuw Miuirrryv

PHl.l, PH7.2, PHl.3,
PH1.4

10 6
'|
I ArcrIasHa po6ora ua lexqii, ycui ei4noot4t

PH2.I, PH2.2 30 l8
2 BnrcouaHHq 3aBAaHb' BHHeceHHx Ha caMocrlnny

po6ory
PH2,2, PH2.3, PH3.I,
PH4.1, PH4.2

20 t2
a
J Burcouauun uodynuuux KoHmpoJtbHux pootm y

60 36
Bcuozo

7. CXEMA
7.1. Oopltlt

ooPMvBAHHf ouIHKlI.
ouiuronanun rqo6ynaqis ocsirHbo-HaynoBoro cryreHfl :

- nigcymrose oqiHlosaHHfl: 3a-nir'

- M$KcuJvtQJtuua/uiuiuanuua rcinarcicmu 6anie nrci uocrcymu 6ymu ompuntaui: 40124 6anis;

- p$yttbmamu HosltaHun nrci 6ydymu o4iuneamuco: PHl' PH2' PH3' PH4;

- fiopua npoeedeuun i eudu saedauu: ru'IcbMoBa KoHrpoJIbHa po6ora (recru 20 sanuranr)'

36 6alin, uo uPu MIHIMYMI

60 6zutin, ro6to nainirvrYuY Lnfl

34o6yraui ocniuro-uayroBoro cryflerur, sci sa p€yJIbraraMI'I Iloror{Horo ouinrosaHHt ua6pwv

cyMapHo MeHt[y rirmicrb 6anis HiX Ilpl4rl{wo-po:paxynxoerti uiHir"ryr''r - 20 6wtis', go 3aliry He

AOrrycKaIoTbct

PeroueurosaH[fi vriuirtayrvr [ororlHoro oqinrosaHHq

ni4cyrrrronoro oqiHrosaHHs 24 6atm :a6e:neuye cryapHo

orpI4MaHHt IIo3I4TI4BHoI oqisru (rapaxynannr) s gucuunlinu'

7.2. Oprauisauig oqiuroBaHng: __:_v-__. ^^e^^, ^^ -^,r,i-n*, m6nsr..
O6os'ggroel,IM e BI'IKoHaHIUI 3aBAaHb, BI'IHeoeHID( na cauoctifiny po6ory sa rpaSixou po6o1$

11po1'pag.r. o6os,q:xosr.rM Aiur AorrycKy ao 3aniry e BI,IKOHaH]UI MO.TJI6HI'D( KOffpoJIbHlx po6ir Nll ra N4

AO sra3aHOi BtrKIraAaqeM AaTI4, IIepeA flOTIaTKOM ercarrlenaUiinOi Cecii, gri,UrO HaBTIaIIbHOTO malry'

Teprvrinu rpoBeAeuHr Qoprvr oqinrosaHHs :

I. Aimueua pi6o*o ro nrirqii:, ycui eidnoeidi; nporrroM HaBqaJIbHoro nepioay; 
- - ,-:^--..

2. Burcouauun saedauu, nuHeCeHlN HA CAJvtocmiilny po1omyi rlpoTflroM HaBqaJIbHOfO neploAy;

3. Mo.rymui xourpormni po6oru; uicrq saKiH.reHHs KoxHoro gN'Iicrosoro uoAYJIs Ao noqarKy

eKsaMeuauiiaroi cecii.

y sruarory siAcymocri 3 IoBDKHr,D( npIIt[rH ni.urparuonaruu ra nepecKJIaAaHH'g 3aBAaHb

gaificl*ororsca y ni,urosisrocri 40 ,,iloJroNeHrur npo opranisauiro ocnitnoro rpouecy y Iucrraryri

rci6epuennal iM' B.M. frryrn<ona FIAH Yrpauu"'

7.3. tllrca.na BtAroBq4esri oqlHeK
Biarvrinno / Excellent

.{o6pe / Good

3aaoni.nsno / Satisfactory

HesaaosiflrHo / Fail
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8. CTPYKTYPA HABI{AJIbHOI AI,ICqUIJIIHI4.
TEMATI4 LIIilI.lN IIJIAH JIEKUIfr

Ns Hassa.nexuii
Ki;rrxicrr roar{H

Jleruit Ceuiuapu
CanocrifiHa

no6ora

Mogy.rs 1. Ourosn 6esneK[ KoMntlorepHrrx Mepex ra ik proniTop[Hr

I Koun'rorepui rrrepexi ra dasoni saco6[ MepexeBoi
6esneru. MoAem OSI ra iT pinHi. Jloranrni ra
rno6aruui rr,repeNi. Aapecaqis ra MapuIpyru3allit.
IIIuSpynanHx (cuuerpuuue, acuuerpu.rue). DNS ra
perorrcuir AoMeHHr4x irvren. fleperBopeHHt MepexeBl{x
aApec (NAT). Epangrvrayepu. KonqentJrs, Zero Trust.
Cerueuraqir rvrepex. Tyuerrcnauns. VPN. IPsec.
Cauocmiilna po6oma.' Anarie MepexeBl,Ix AaHLIx 3a

AonoMoforc incrpylaeury Wireshark. Hararuryaauur
nDaBHJr 6panauavepa.

2 5

2 MeroAu sAifrcHeuHs Meper(eBnx araK Ta ruoAeri
3arpo3 iHQoprrrauifinnx crcreM. BiAturosa B

o6cnyronyBaHHs (DoS, DDoS). Burix AaHHx.
Crauynauur Ha Bpa:Jrneocri. Cuy$iur. (Dparrrtenrauir.

BuronasHs AoeinrHoro roay (RCE). Iu'ercqia roAy.
flossrrs CVE. Ecxzurauig noBHoBaxeHb. Eorseru
(xracn, apxirexrypa, xr4rreBuft IIuKr). Moaeni 3arpo3
STRIDE, DREAD TA PASTA.
Cauocmiilua po6oma: MoAemoeaHHs npa:lunocri
cncreMr{. Po6ora s 6asoro CVE.

2 )

a
J DoS/DDoS araKu ra raco6u nporugii'. Kracu DDoS

arar (ercreucunui, posrrrneui B rracy, excuryarauix
MepexeBr4x nporororin). Araxu Ha ocHosi
aiao6paNeHHq ra niAcuressq. llilclarlonqufi $axrop.
Arara Smurf. Ping of Death. Slowloris.
TCPruDP/HTTP-flood. SSL/TLS-sucHaxeHut.
MiHivri:auig rnoui aTaKLL ACl-npaeuna.
Eararoruaposa Sinrrpaqis. BCP38. Ilpoxci ra snoporri
nporcci. .{ocraera crarr.rr{Horo KoHTeHTy. CDN. Proof of
Work. Anycast rraepeNi. feo-(f imrpauir.
Cauocmiitua po6oma; MoAerrcBaHHs 6ararouraponoi
cxeMu 3axr.rcry nia DDoS. HanaruryBaHHs Nginx m
reverse-proxy cepBepa.

a
J 5

4 Eorueru, raco6u ix susnreHur ra npornaii. MepeNi
6orie ra aJrropr4ruu ix KoopAHHaIIii. Kananu 3e'r3xy
6ornerie (HTTP, P2P, DNS-ryHenIoBaHHt, Chat-
based). Anropuru reuepaqii AoMeHHLIx iueu (DGA).
Arropurur Fast-flux. llpuxna4n 6orHerie ra nprIHIII,Inr
ix po6orr.r (Mirai ra Zeus). Busueuss qacoBLIX

xopenrqifi. AHaris MepexeBllx rpa$in. DNS-asonazurii.
Honeypot. S inkhole/Blackhole.
Cauocmiilua po6oma: AHaris ni4xpurux rra6opie
npzua4io aKTr4BHocri 6ornetis.

a
J 5
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@BaHHfl Ta BuKoplrcraHHfl 3aco6iB t"tutt*"Tt *tpt*tl*

Mouiropnnr Be6-3acrocyHKiB Ta pearyBaHnfl Ha

3arpo3Ir.
36ip renerraerpii. Xypuzurn noAifi' CrtocrepexeHHt ra

ouoeiilIeHHs rlpo 3arpo3l{' Crer ELK' Cncreu 14

s6epeNeuux, o6po6ru ra nisyaligauii qacoBI'IX pr4in'

Ananig MepexeBl'Ix AaHI'Ix. Toqru KoHTpoJIIo ra

peunirauii rpaSiry.,{sepxzurune eilo6paxeuus uarerin

.u oono*ororo Hub, TAP ra SPAN' Mepexeni noroKll

QrletFlow, IPFIX, Argus).
bauocmiiluo po6o*o; BuropucraHHfl HIDS Fail2ban

Cucre*ru BHsBJreHHfl BToPrHeHb'

Itprnutnt po6otu IDS' Oco6nusocri NIDS'

CnrHarypra araK. Cucreuu BI'IIBJIeHHI Ha octlosi

npaBI{JI ra crprlurin. Pospo6ra [paBI{JI BI'ISBJIeHHI araK

.".,.*u'" SnorVsuricata. Arrali3 MepeXeBI,Ix AaHpIx

cr.rcreMolo Zeek. Bnssreuus cnpo6 anropulauii

rorIIyKoM rpy6oro cl{rlo}o. BuqsreHHq HTTP SQL-

iu'eruifi ra cnpo6 3aBaHraxeHHs BHKoHyBaHHx tfaftlin'

Buqsreuus ni4o:pinnx User-Agent'

Cauocmiilua po6oma; CmopeuHfl IIpaBI'IJI BHSBJIeHHI

DNS-ryHeirIoBaHHt ra araK XSS' CrnopeHHq crpuurin

Zeek uts BIIsBJIeHHf, Port Scan ra BI4ToKy AaHI4x qepe3

BrnssfleH*rq MepexeBux 3arpo3 MeroAaMu ruryqHoro

iure.nerry (uacruua 1).

Ananis MepexeBl'Ix .{aHHx nporpaMHI'IMI4 3acooaMl4'

Arropuru sI'IAireHHs MepexeBllx uororis' BigKplari

na6opu MepexeBl4x AaHI'Ix. Alropurvrra loricruquoi
perpecii ra BI'InaAKonoro nicY.
'Cauocmiilua 

po6oma; Klacrepuuft aHanis MepexeBI'IX

BuqereuHq MepexeBnx 3arpo3 MeroAaMu llrryqHoro

MCDCXCBLIX AAHI4X.

iHre.nerry. (uacruHa 2).

i.rpo"ni r'repexi. Kpurepii qxocri- xnacu(firaropin'

3ruarallsi ataKu. Ooprvransna nepntfiraqis crifirocri
rnacra$ixaropin rtaepeNeel'Ix nororis'
'Cattoimiitua po6oma: ,{r'Icuepciftuufi aHarll3

3aralusufi o6cqr 60 zoduu, B ToMy'rHcri:

Jleruifi - 18 zoduu,
KoHcymrauis - 2 zoduu,

Carvrocrifisa Po6ora - 40 zoduu'
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